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INTRODUCTION

Bonnie.NET is a cryptographic API developed for the Microsoft .NET Framework. It allows
the generation and management of cryptographic objects based on the today most used

cryptographic algorithms.

Bonnie.NET reorganizes the cryptographic classes contained on the Microsoft .NET
Framework giving them a more developer-friendly common interfaces. With Bonnie.NET,
cryptographic tools become accessible even to novices, leaving however to the cryptographic

experts the possibility to implement complex cryptographic system too.

From a security point of view, Bonnie.NET is developed and maintained with great attention

about code security and security in general.

In fact, all the cryptographic operations are based on the today most secure standards and

these are combined with the excellent protection level achieved by the NET Framework.

All cryptographic data are kept secure in memory by the use of the SecureString class of the
.NET Framework. Moreover, cryptographic objects inside the API are disposed and

immediately garbage collected as soon as they complete their job.

Bonnie.NET implements the new Level2 Security Transparence model. All the members
inside it have been developed as SecurityCritical members. This permits to protect the entire

library by untrusted code.

Finally, all methods inside the API implement a sophisticated mechanism for the
management of exceptions that could occur during the Bonnie.NET usage. Each exception
condition has been mapped to a specific class. This feature gives to developers the possibility
to monitor and manage all the checks performed when these checks detect some failure. More

details are on Bonnie.NET API Reference, distributed with the Bonnie.NET setup.
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VERSION 4.0.3.1 NEW FEATURES

Upgrade the entire library to the NET Framework 4.0.

The 4.0.3.1 version of Bonnie.NET Standard Edition substantially doesn’t add new features to
the previous version. It has been update to the new .NET Framework 4.0. The CAS

architecture has been revisited in term of the new Level2 Security Transparence model.
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VERSION 3.5.3.0 NEW FEATURES

The 3.5.3.0 version of Bonnie.NET Standard Edition adds the following new features to the

previous version:

Added to the CryptoSeedsGenerator class the possibility to generate cryptographic keys by

choosing a specific CryptoService provider.

The CryptoSeedsGenerator object can now generate cryptographic key by selecting the
CryptoService Provider to use as random source. Hardware based cryptograhic providers can

be used too.

Added to the SystemCrypter crypto-object the possibility to auto-generate the initialization

vector.

The SymCrypter crypto-object can now generate itself the initialization vector needed to
perform symmetric encryption. The initialization vector is generated by using a
pseudorandom number generator algorithm (PRNG) that relies on the key selected. This can

further simplify the use of symmetric encryption when working with Bonnie.NET.

Added the possiblity to specify the salt value to use for keys generation when working with
the PKCS#5 standard.

The CryproSeedsGenerator object can now generate cryptographic keys by specifying directly
the salt to use for keys computation. This permits a more granular control on the secure keys

generation.
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Create methods are now static methods

Create(...) methods used for crypto-objects initialization are now all static. In the 3.5.2.0
version of Bonnie.NET, taking as example the SymCrypter crypto-object, the code needed to

generate it was given by:

SymCrypter  crypter = new SymCrypter ();

crypter . Create( ..);
Now the first line of code can be removed obtaining:

SymCrypter  crypter = SymCrypter . Create( ..);
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VERSION 3.5.2.0 NEW FEATURES

The 3.5.2.0 version of Bonnie.NET Standard Edition adds the following new features to the

previous version:

Added to the X509Signer crypto-object the possibility to load digital certificates directly from

file or from raw data.

The X509Signer object can now load the digital certificate directly from file. The following

Create(...) method’s overload has been implemented:
void Create( string filePath, string  password)

where filePath is the path of the digital certificate file that has to be load and password is the

password used to protect the PKCS#12 file.

The certificate can be loaded from its raw data too by using another new Create(...) method’s

overload:
void Create( byt e[] rawData)

This permits to load the public key sent by a remote signer in order to verify its signature.

Added to crypto-objects the possibility to works directly with files names without having to

manually generated file streams first.

The following methods has been added to the ISignerinterface:

string  SignStream( string  path)

bool VerifyStream(  string path, string  signedText)
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A new interface, the ISymCrypter interface, has been added. To permit to work directly with

files names, it implements, among others, the following methods:

void EncryptStream(  string  inputPath, Stream outputStream )

void EncryptStream(  Stream inputStream, string  outputPath)
void DecryptStream(  Stream inputStream, Stream  outputStream)
void DecryptStream(  string inputPath, Stream outputStream)

void DecryptStream(  string inputPath, string  outputPath)

Added the possibility to initialize the SystemSigner object by using only the desired signature
algorithm.

The SystemSigner crypto-object can now be initialized by choosing only the desired signature
algorithm. Bonnie. NET will then auto-select the right parameters to use to perform the

signature. The following Create(...) method (and related overloads) has been added:
void Create ( SignatureType signatureType )

where SignatureType is the enumeration for the algorithm needed to perform the signature.

Added to the CryptoSeedsGenerator class the possibility to work with hardware based

random number generators.

Methods inside the CryproSeedsGenerator class can now use, as source of random numbers,
hardware based devices that support this features (for example smart cards). The following

methods has been added:

byte [] GenerateRngKey( short  key Length , CspProviderValues providerValues)

byte [] GenerateRngKey

(SymKeyLength key Length , CspProvid erValues providerValues)

string GenerateRandomsString(  RandomStringStruct

randomStringStruct, CspProviderValues providerValues )

In these methods, providerValues works in the same manners as for the SystemSigner class.
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SmartCardSigner has been incorporated into SystemSigner.
Due to the big similarities among the two classes, the SmartCardSigner class has been

removed. SystemSigner implements now two new properties:

bool UseDefaultKeyContainerName

string  Password

These permit to use the SystemSigner crypto-object with Smart Card. The first property

must be set to true, the second must be set to the PIN value needed to access the card.

Fixed “Padding is invalid and cannot be removed” exception when trying to use SymCrypter

with wrong keys.

This issue comes from the padding scheme’s way to work. At the second attempt to decrypt a
message with a wrong password the “Padding is invalid an cannot be removed” exception

cause Bonnie.NET to stop working. The issue has been fixed.
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BONNIE.NET STANDARD EDITION
ARCHITECTURE

Bonnie.NET Standard Edition is based on a series of objects, called crypro-objects, which

encapsulate in single units of code common related cryptographic algorithms.
The main crypto-objects are given by:

SymCrypter crypto-object: It implements all the methods needed to perform symmetric

encryption using the today most adopted algorithms (AES, DES, RCS, TripleDES, Rijndael).

HashBuilder crypto-object: It permits to generate hashes of piece of data using algorithms

such as MD5, SHA1, SHA256, SHA384, SHA512 and RIPEMD160.

KeyedHashBuilder crypto-object: It generates message authentication codes (MAC) using an
hash algorithm and a secret key on the basis of well known algorithms such as HMACMDS5,
HMACSHA1, HMACSHA256, HMACSHA384, HMACSHA512, HMACRIPEMDI160 and
MacTripleDES.

Signer crypto-object: this object, with its derived classes, is responsible for digital signatures
generation and validation. It uses RSA or DSA asymmetric algorithms, in conjunction with

hash algorithms, to sign and verify every kind of data.

Each of these objects implements a Create(...) method that is a central method for the crypro-

objects architecture. In fact:

A It sets the input data needed by the object to operate, securing it in memory or inside

the object itself by performing an encryption of its values.

A It checks the validity of the input data, correcting them in an “intelligent-way” when

they do not respect the related algorithm limits.
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Each crypto-object needs, to operate, a source of keys and random string generation. This is

given by the following static class:

CryptoSeedsGenerator class: It contains static methods that permit the generation of common
cryptographic elements, such as random strings and keys. With crypto-objects, these elements

are at the basis of all the features implemented inside Bonnie.NET.
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CRYPTOSEEDSGENERATOR CILASS

The CryptoSeedsGenerator class is a static class that implements useful methods for random

strings and cryptographic keys generation. It exposes the following methods:

Method Name Description

Generate a random string of a chosen length by
GenerateRandomString(...) mixing alphanumeric characters, digits and non

alphanumeric characters.

Generate a random cryptographic key using
GenerateRngKey(...)
Random Number Generators (RNG).

Generate cryptographic keys using the RFC 2898
GeneratePBKDF1DerivedKey(...) (PKCS#5) standard. It uses the PBKDF1 key

derivation function.

Generate cryptographic keys using the RFC 2898
GeneratePBKDF2DerivedKey(...) (PKCS#5) standard. It uses the PBKDF2 key

derivation function.
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GENERATERANDOMSTRING METHOD

The GenerateRandomString(...) method generates a random string of the desired length and
character’s type (digits, literals, non-alpha numeric characters). These parameters can be
specified by using, as argument for the method, a RandomStringStruct value. The

RandomStringStruct is a struct whose structure is reported below:

Struct Name Properties Description

Minimum length of the generated

MinLength (byte) string

Maximum length of the generated
MaxLength (byte)
string.

If true, the generated string will
UseUppersChars (bool)
contain upper characters (A, B, C...).

R .
andomStringStruct If true, the generated string will

UseLowerChars (bool)
contain lower characters (a, b, c...).

If true, the generated string will
UseDigits (bool)
contain digits (1, 2, 3...).

If true, the generated string will
UseNonAlphanumericChars (bool)  contain non-alpha numeric

characters ({, /, #...).

The use of MinLength and MaxLength instead of a fixed length can be useful in situation in
which the password length has not to be known. In the case of a brute force attack in fact,

knowing in advance the length of the key can be a security risk!.

! It diminished the number of combination to try. If the key length is n, an attacker needs to try only all
the n-length combinations of characters. For more details see  http:/www.we-
coffee.com/knowledge/cryptography-for-information-security.aspx?item=4
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To generate a random string of fixed length, set the MinLength and MaxLength to the same

value.

The following example shows how to use the GenerateRandomString(...) method to generate
a random string of length between 10 and 20 characters and made only by lower case

characters:

RandomStringStruct str= new RandomsStringStruct 0

{
MinLength = 10,
MaxLength = 20,
UseDigits = false ,
UseLowerChars =  true ,
UseUpperChars =  false

useNonAlphanumericChars = false

string randomString = CryptoSeedsGenerator ~ .GenerateRandomSt  ring(str);

To simplify the use of the GenerateRandomString(...) method, Bonnie.NET defines a series of
overloads. Rather than to report the entire set of overloads, the following table shows all the
available arguments that can be used with them. If a specific overload doesn’t use a specific
argument, it means that this argument assumes its default value, also reported on the
following table. Keep in mind that some arguments are mutually exclusive. For example, if an
overload uses the Jength parameter, it cannot use the minlength and maxLenght parameter

too. The opposite is true.

Name Type Default Value Description
length byte n.a. Length of the random string.
minLength byte n.a. Minimum length. Cannot be used if
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length is used.

Maximum length. Cannot be used if
maxLenght byte n.a. length is used. Must be used if

minLength is used.

If true, non-alphanumeric characters

useNonAlphanumericChars  bool false
are used.
It is used for hardware based random
string generation. For more details
cspValues CspValues  null

about CspValues see the Signer

chapter.

On the basis of the previous table, the simplest way to generate a random string is given by:

string randomString = CryptoSeedsGenerator ~ .GenerateRandomString(10);

It generates a random string 10 characters length without using non-alphanumeric characters.

GENERATERNGKEY METHOD

The GenerateRngKey(...) method generates random keys (arrays of bytes) using Random

Number Generators (RNG).

The method implements a set of overload that uses the arguments listed on the table below.

For each argument, the table reports its default values too.

The rule seen for the CryproSeedsGenerator(...) method are still valid. If an argument is not

specified, it will assume its default value. Some arguments are mutually exclusive.

Name Type Default Value Description

Length in bytes of the random key. Cannot be used
keyLength  short n.a.
if the following is used.
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Length in bits of the random key expressed as
keyLength ~ SymKeylLength n.a. SymKeyLength enum value. Cannot be used if the

previous is used.

It is used for hardware based random keys
cspValues CspValues null generation. For more details about CspValues see

the Signer chapter.

A key 256 bits length can be generated as follow:

byte [| key= CryptoSeedsGenerator . GenerateRngKey( SymKeyLength .Bit256);
or

byte [| key= CryptoSeedsGenerator . GenerateRngKey(32);

Notice that, in the first method, the key length is expressed in bits, while in the second
method in bytes. The 256 bits length corresponds to a 32 bytes length. So, in both methods,

the array generated will have 32 elements.

GENERATEPBKDF[1,2]DERIVEDKEY METHODS

The GeneratePBKDFIDerivedKey and GeneratePBKDFZDerivedKey methods generate a
cryptographic key using the RFC 2898 (PKCS#5) standard. They use, respectively, the
PBKDF1 and the PBKDF2 key derivation functions.

Without going into detail on how PKCS#5 works (that is beyond the scope of this guide), the

two methods need:

1) the seed, as string, that will be used for the key generation.
2) the salt to use.

3) the output key length.

4) the number of iterations to perform.
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5) (only for PBKDF1 algorithm) the hash algorithm to use to perform the key generation.

Respect to the 2) point, Bonnie.NET simplifies the use of the PKCS#5 standard by allowing

the self-generation of the salt value to use. To do so, a pseudorandom number generator

algorithm (PRNG) is used. However, the salt value can still be expressed manually.

As for the GenerateRngKey(...) method, the following table reports all the arguments needed

by the GeneratePBKDF1DerivedKey(...) method’s overloads, their types, their default values

and their descriptions. If a specific overload doesn’t use a specific argument, it means that this

argument assumes its default value.

Name Type Default Value  Description
seed string n.a Seed to use for the key generation.
salt byte[] self-generated  Salt to use for the key generation.
Length of the key (in bytes) to
keyLength short n.a generate. Cannot be used if the
following is used.
Length of the key (as SymKeyLength
keyLength SymKeyLength n.a enum value) to generate. Cannot be
used if the previous is used.
Number of iteration to use for the
iterationCount int 1000
computation.
Hash algorithm to wuse for the
hashAlgorithmType  HashAlgorithmType SHA1 computation (expressed as
HashAlgorithmType enum value).
It is used for hardware based random
keys generation. For more details
cspValues CspValues null
about CspValues see the Signer
chapter.
Bonnie.NET Standard 4.0.3.1 USER GUIDE
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On the basis of the previous table, the following example generate a secure random key by
using the PBKDF1 derivation key function, starting form an initial string given by “demo”,
with the self-generation of the salt, performing the calculation 1000 times, using SHA1 as

hash algorithm and obtaining a key made by 32 bytes:

byte [ key= CryptoSee dsGenerator .GeneratePBKDF1DerivedKey ("demo', 32);

As for GeneratePBKDFI1DerivedKey(...) method, the following table shows all the arguments
needed by the GeneratePBKDFZDerivedKey(...) method’s overloads, their types, their

default values and their descriptions:

Name Type Default Value Description
seed string n.a. Seed to use for the key generation.
salt byte[] self-generated Salt to use for the key generation.

Length of the key (in bytes) to generate.

keyLength short n.a.
Cannot be used if the following is used.
Length of the key (as SymKeyLength
keyLength SymKeyLength n.a. enum) to generate. Cannot be used if the
previous is used.
Number of iterations to use for the
iterationCount  int 1000

computation.

As you probably realize from the previous two table, the main differences among the

GeneratePBKDF1DerivedKey(...) and the GeneratePBKDFZDerivedKey(...) methods relies
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on the fact that, even if the PBKDF2 is recommended by the PKCS#5 itself, it cannot permit

the hash algorithm selection? and it doesn’t support hardware based keys generation.

2 This is not so bad. The PBKDF1 can use the MD2, MD5 or SHA-1 hash algorithms. The first two are
today considered unsecure. The PBKDF2, as implemented on .NET Framework, uses the SHA-1 hash
function only (on the form of HMACSHAI algorithm), so there is no need to select it.
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SYMCRYPTER CILASS

The SymCrypter class is the definition class for crypto-objects that permits the symmetric

encryption and decryption of strings, array of bytes, streams and so files too.

The symmetric algorithms supported by Bonnie.NET are defined by the SymAlgorithmType

enumeration. It assumes the following values:

Enumeration values Description

AES AES algorithm.

DES DES algorithm.

RC2 RC2 algorithm.
TripleDES TripleDES algorithm.
Rijndael Rijndael algorithm.

To permits the encryption/decryption of data, the SymCrypter object requires the following

information:

1) the cryptographic key to use.

2) the initialization vector value.

3) the symmetric algorithm to use.

4)  (for advanced users) the CipherMode and the PaddingMode to use.
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a) Can use an initial seed instead of a cryptographic key. The cryptographic key will be
obtained by using the  GeneratePBKDFZDerivedKey  method of the
CryptoSeedsGenerator class. This fact not only simplifies the key selection, but assures

that the same has the correct entropy to be considered secure.

b) Can self-generate the initialization vector by using pseudo random number generators

(PRNG) that relies on the input key?3.

All the symmetric algorithms operate with keys that are different in length. Each algorithm
has its own range of permitted key lengths and, when using them, these values must be
remembered to avoid errors. The following table reports the keys lengths available for each

algorithm as implemented on the Microsoft NET Framework.

Algorithm Key Lengths.

AES From 128 to 256 bits, step 64 bits.
DES 64 bits.

RC2 From 40 to 128 bits, step 8 bits.
TripleDES From 128 to 192 bits, step 64 bits.
Rijndael From 128 to 256 bits, step 64 bits.

For a short discussion about the keys management, in relation to the Bonnie.NET
understanding need, see the related section on we-coffee site at the URI http://www.we-

coffee.com/knowledge/cryptography-for-information-security.aspx?item=4

3 The use of a PRNG that relies on the value of the input key permits to keep the initialization vector
reproducible without having the need to save it in some place. Despite of the simplicity of this technique,
the same doesn’t allow the use of different initialization vectors for a given key. This can lead to a security
issue, unless you use different seeds with different data to encrypt.
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To manage the complexity of the right keys length selection, Bonnie.NET implements
algorithms that allow to choice the same in an “intelligent way” in every situation. Intelligent
in the sense that Bonnie.NET chooses for you the right key length on the basis of the

algorithm chosen and/or the input key and/or the input key length. In fact:

1. If a seed is used to initialize the SymCrypter crypto-object, Bonnie.NET uses the
GeneratePBKDFZ2DerivedKey(...) method to get the cryptographic key and set its length
depending on the Create(...) method’s overload uses. If it allows the setting of the keyLength,
the cryptographic key will have exactly the desired key length (unless it is less than the
minimum length associated with the symmetric algorithm or greater than the maximum key
length allowed for the same. It these cases, the allowed minimum key length or the allowed
maximum key length are used respectively). If no key length is specified, Bonnie.NET will use

the maximum value allowed for the algorithm chosen.

2. If a bytes array is used, SymCrypter object will uses, as key length, the length of the array
unless it is less than the minimum length associated with the symmetric algorithm or greater
than the maximum key length allowed for the same. It these cases, the allowed minimum key

length or the allowed maximum key length are used respectively.

EXAMPLE: 1f a 128-bit key length is used as argument for the AES algorithm (that has the
maximum key length given by 256-bit), a value of 128-bit is used. If the same value is passed
for the DES algorithm, a value of 64-bit (the maximum value allowed for DES) is used. If no
key length is used, Bonnie.NET will use the maximum value allowed for each algorithm,

which is 256-bit for AES and 64-bit for DES.

About the initialization vector, the same must be equal to the block size of the symmetric

algorithm used. For it:
1. If a seed is used to initialize the SymCrypter crypto-object, Bonnie.NET uses the

GeneratePBKDF2DerivedKey(...) method to generate the initialization vector setting its

length equal to the block size of the algorithm selected.

Bonnie. NET Standard 4.0.3.1 USER GUIDE Pace |25



\(

coffee

2. If a byte array is used, Bonnie.NET readjusts its size to match the block size of the

algorithm selected.

3. If no value is used, Bonnie.NET uses pseudo random number generators (PRNG) to

generate an initialization vector that has the same size of the algorithm selected.

Note: All the keys and all the other secret values needed during the encryption/decryption are
kept secure inside Bonnie.NET by encrypting their values in memory using the SecureString

class of Microsoft .NET Framework.

SYMCRYPTER CREATE METHOD

To instantiate a SymCrypter object, the Create static method of the SymCrypter class must be

used:

SymCrypter  crypter = SymCrypter . Create( ..);

The Create(...) method admits a set of different overloads. To understand how to use them,
the following table reassumes all the allowed arguments, their types, their default values and
their descriptions. The principle is the same as that seen for the Create(...) methods overloads

typical of all the crypto-objects (already discussed previous):

Name Type Default Value Description

Key to use for the encryption and
key byte([] n.a. decryption process. Cannot be used if

keySeed and iVectorSeed are used.

Initialization Vector to use for the

encryption and decryption process.
iVector byte([] self-generated

Cannot be wused if keySeed and

1VectorSeed are used.
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Initial seed to use to derive the

keySeed string n.a cryptographic key. Cannot be used if

key and iVector are used.

Initial seed to use to derive the

cryptographic initialization vector.
iVectorSeed string self-generated

Cannot be used if key and 7Vecror are

used.

Key length (in bits) of the key to
keyLength SymKeyLength 256

generate (if keySeed is used).

Enumeration for the symmetric
algorithmType SymAlgorithmType  AES

algorithm to use.

Enumeration for the CipherMode to
cipherMode CipherMode CBC

use.

Enumeration for the PaddingMode to
paddingMode PaddingMode PKCS7

use.

From the previous table, the following example:

SymCrypter  crypter =

SymCrypter . Create( "demo");

creates a SymCrypter object deriving the cryptographic key (256 bits length) with the

PBKDF2 key derivation function, self-generating the initialization vector, using AES as

symmetric algorithm and CBC and PKCS7 as CipherMode and PaddingMode respectively.

The following example creates the key and initialization vector first, and then generates a

new SymCrypter object by using the Rijndael symmetric algorithm and the default

CipherMode and PaddingMode.

byte [] key =

CryptoSeedsGenerator

Bonnie.NET Standard 4.0.3.1
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byte [] iVector =

CryptoSeedsGenerator ~ .GenerateRngKey( SymKeyLength .Bit128);

SymCrypter  cr ypter =
SymCrypter .Create(key, iVector, SymAlgorithmType  .Rijndael);

Remember to save in some secure place the key and iVector values in order to perform future
object creation with the same value. Once a piece of data is encrypted, it can be decrypted

only by using the same algorithm, key and iVector values.

ENCRYPT TEXT

After that a new SymCrypter crypto-object is created with the Create(...) method, the

encryption/decryption can be done. To encrypt/decrypt text, use the following code:

try
{

/len crypt the input string

string  encrypted = crypter.Encrypt( "Hello World ... ! );

}
catch ( CryptoException ex)

{

[Iwrite to the console the unique index of the exception type

Console .WriteLine(ex.Index);

[Iwrite to the console the meth od that thrown the exception

Console .WriteLine(ex.MethodName);

[Iwrite to the console the exception message

Console .WriteLine(ex.Message);

catch (Exception  ex)

{

}

finally
{

}

crypter.Dispose();
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The Encrypy(...) method encrypts the input text returning the result as string base 64

encoded.

As you can see on the previous code, the SymCrypter object manages exceptions by throwing
a specific exception that derives from the CryptoException class. With that, the exception
index, the method in which the exception occurs and the description of the same can be

parsed and visualized.

The use of a unique index for each type of CryptoException permits the localization of
exception messages. On the basis of the Index property, a custom exception message can be

displayed to the end user.

For more details about all the exceptions thrown by each method of Bonnie.NET see the

Bonnie.NET API Reference.

The decryption process occurs by using the Decrypt(...) method of the SymCrypter object.

With it, the previous encrypted string can be reverted to its original value:

try
{

/Idecrypt the previous encrypted string

string  original = crypter. Decrypt (encrypted );
catch ( CryptoException ex)

/Iwrite to console the uni gue index of the exception type

Console .WriteLine(ex.Index);

/Iwrite to console the method that thrown the exception

Console .WriteLine(ex.MethodName);

/Iwrite to console the exception message

Console .WriteLine(ex.Message);

cat ch (Exception ex)
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}
finally
{
crypter.Dispose();

ENCRYPT BYTES ARRAYS

To encrypt bytes arrays, use the appropriate methods overload and the same code seen in the

previous paragraph.

ENCRYPT FILES AND STREAMS

To encrypt streams of data (e.g. files, network stream, compressed stream etc...) use the
EncryptStream(...) and DecryptStream(...) methods. For example, if a file must be encrypted,

after the SymCrypter object creation, use the following code:

/lopen  a stream to the file to encrypt

File Stream iStream = File . Open( @"C:\ myFile.txt" , FileMode .Open);

/lget  a stream to the new encrypted file

FileStream  oStream = File .Open( @"C:\ myFile.cry" , FileMode .Create);

/lencrypt the file and write it to the output stream, then closes the
/I streams.

crypter.EncryptStream(iStream, oStream, true );
In this example, the file c:lmyFile.txt is opened as a stream and a new file, c:lmyFile.cry, is
created.

The EncryptStream(...) method encrypts the content of the input stream and writes it to the
output stream. The original stream can be recovered by using the DecryptStream(...) method.

In this, the input stream becomes the .cry file while the output stream becomes the . zxz file:
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/lopen a stream to the file to decrypt

FileStream  iStream=  File .Open(@"C:\ myFile.cry ", FileMode .Open);
/lget  astream to the decrypted file

FileStream oStream = File .Open (@"C:\ myFile.txt ", FileMode .Create);

/I decrypt the file and write it to the output stream, then closes the
/I streams.

crypter.  Decry ptStream(iStream, oStream, true );

When files are encrypted/decrypted, the streams are closed. If, for some reason, the streams

must be left open, pass the value fa/se to the last method’s argument.

Obviously, FileStream objects can be replaced with any other object that derived from Stream

class.

Files can be encrypted and decrypted directly, without having to open streams. This can be
done using the EncryptStream(...) and DecryptStream(...) method’s overloads reported

below:

/lencrypt the file

crypter.EncryptStream( @"C:\ myFile.txt ", C:\myFilecry ");

/ldecrypt the file

crypter.  DecryptStream ( @"C:\ myFile.cry", C: \ myFile.txt" );

Combinations of paths and streams are all allowed.
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HASHBUILDER CILASS

The HashBuilder class is the definition class for crypto-object that permits the hash

generation of strings, array of bytes, streams and so files too.

The hash algorithms supported by Bonnie.NET are defined by the HashAlgorithmType

enumeration. It assumes the following values:

Enumeration values Description

MD5 MDS5 algorithm.

SHA1 SHA1 algorithm.
SHA256 SHAZ256 algorithm.
SHA384 SHA384 algorithm.
SHA512 SHA512 algorithm.
RIPEMD160 RIPEMD160 algorithm.

Each algorithm creates an hash value that differs in length in accordance with the following

table:
Hash Algorithm Hash Length
MD5 128-bit or 16 characters (bytes).
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SHA1 160-bit or 20 characters (bytes).
SHA256 256-bit or 32 characters (bytes).
SHA384 384-bit or 48 characters (bytes).
SHA512 512-bit or 64 characters (bytes).
RIPEMD160 160-bit or 20 characters (bytes).

For security consideration related to hash lengths, see http://www.we-

coffee.com/knowledge/cryptography-for-information-security.aspx?item=4

HASHBUILDER CREATE METHOD

To generate an hash of some input data, an HashBuilder crypto-object must be created using
the Create(...) method of the HashBuilder class. This method set the algorithm to use for the

hash generation:

/lgenerates an object of type HashBuilder using the SHA384 algorithm

HashBuilder  hashBuilder = HashBuilder . Create( HashAlgorithmType .SHA384);

If no value is passed for the argument of the Create(...) method, the SHA1 algorithm will be

used.

HASH TEXT

To generate an hash of texts, use the following method:

/I create the hash of the input text

string hashedText =  hashBuilder . ComputeHash( "Hello World ... !I" );
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The hash is performed and the result returned as string base 64 encoded. The hash created can

be verified with the following method:

/I verify the hash of the input text

bool isValid = hashBuilder . VerifyHash( "Hello World ... !" , hashedText);

HASH BYTES ARRAYS

Hashes of bytes arrays can be created at the same manner seen for the hash of texts. In this
case, the right overloads of the ComputeHash(...) and VerifyHash(...) methods have to been

used.

HASH FILES AND STREAMS

To create hash values of streams of data (e.g. files, network stream, compressed stream etc...)

use the ComputeStreamHash(...) and VerifyStreamHash(...) methods.

/I open a stream to the file to hash

FileStream  iStream = File . Open(@"C:\ myFile.txt" , FileMode . Open);
/I create the hash of the file and then close the stream

string hashedText = hashBuilder.ComputeStreamHash (iStream,  true );

The file hash is computed and the stream is closed. To leave the stream open, pass the value

false to the last argument of the method.

The hash created can be verified in a second time by using the following code:

/lopen a stream to the file to verify

FileStream  iStream=  File .Open ( @"C:\ myFile.txt" , FileMode .Open);
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/I verify the hash of the fle and then closes the stream
bool isValid = hashBuilder.

VerifyStreamHash(iStream, hashedText, true );

In this example, FileStream objects can be replaced with any objects that derive from the

Stream class.

If streams are files on disk, the best choice is to use the following methods overloads:

/I create the hash of the file

string  hashedText = hashBuilder.ComputeSt reamHash( @C: \ myFile.txt" );

/I verify the hash of the file

bool isValid = hashBuilder.

VerifyStreamHash  ( @"C:\ myFile.txt", hashedText, true );
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KEYEDHASHBUILDER CILASS

The KeyedHashBuilder class is the definition class for crypto-objects that permit the hash
generation of strings, array of bytes, files and streams, on the basis of an input cryptographic

key.

KeyedHashBuilder permits to choose the hash algorithm to use by specifying one of the
values of the KeyedHashAlgorithm Type enumeration:

Enumeration values Description

HMACMD5 HMACMDS algorithm.
HMACSHA1 HMACSHAL1 algorithm.
HMACSHA256 HMACSHAZ256 algorithm.
HMACSHA384 HMACSHA384 algorithm.
HMACSHA512 HMACSHAS512 algorithm.
HMACRIPEMD160 HMACRIPEMDI160 algorithm.
HMACTripleDES HMACTripleDES algorithm.

Each algorithm is similar in almost every aspect to the related* hash algorithm seen in the

previous section.

* The relation can be obtained through the names of the algorithms. For example
HMACSHALI derive from SHA1 by rearranging it to permit the use of a secret key.
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Like the SymCrypter class, KeyedHashBuilder class implements “intelligent” key selection. If

a seed is used, a cryptographic key is generated by using the PBKDF2 derivation key function.

If a bytes array is used, it is “rearranged” to match the right key length on the basis of the

chosen algorithm. To following table lists all the key lengths related to each algorithm

supported by Bonnie.NET:

Algorithm Key Length
HMACMD5 64-bit.
HMACSHA1 64-bit.
HMACSHA256 64-bit.
HMACSHA384 128-bit.
HMACSHA512 128-bit.
HMACRIPEMD160 64-bit.
HMACTripleDES 24-bit.

As seen for the SymCrypter class, all the keys and all the others secret values are kept secure

inside Bonnie.NET by encrypting their values in memory using the SecureString class of

Microsoft .NET Framework.

Remember to save in some secure place the key value in order to be able to perform

subsequent verification of the hashed data.
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KEYEDHASHBUILDER CREATE METHOD

At the same manner of the others crypto-objects Create(...) methods, the following table

shows all the arguments that can be used with the Create(...) method’s overloads of the

KeyedHashBuilder object:

Name Type Default Value Description
Key to wuse for the hash
key byte[] n.a generation. Cannot be used if seed
is used.
Initial seed to use to derive the
cryptographic key for the hash
seed string n.a
generation. Cannot be used if key
is used.
algorithmType  KeyedHashAlgorithmType HMACSHAL1 Enum for the algorithm to use.
For example, the following line of code
/lcreate a KeyedHashBuilder crypto - object

KeyedHashBuilder kHash =

KeyedHashBuilder .Create ("demo",

KeyedHashAlgorithmType  .HMACMDY5);

generates a KeyedHashBuilder object by using the demo value as seed for the PBKDF2 key

derivation function and the HMACMDS5 as keyed hash algorithm.

The following lines of code

/I generate a random cryptographic key

byte [] key =

CryptoSeedsGenerator .GenerateRngKey(
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/lgener ate the KeyedHashBuilder object

KeyedHashBuilder kHash = KeyedHashBuilder .Create(key);

generate a KeyedHashBuilder crypto-object by using a random generated cryptographic key
and the default HMACSHAL1 algorithm.

HASH TEXT

The keyed hash generation of texts works exactly as the hash generation with the

HashBuilder crypto-object.

HASH BYTES ARRAYS

The keyed hash generation of bytes array works exactly as the hash generation with the

HashBuilder crypto-object.

HASH STREAMS AND FILES

The keyed hash generation of streams and files works exactly as the hash generation with the

HashBuilder crypto-object.
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SIGNERS

Signers are a set of crypto-objects that permit to create digital signature of texts, bytes arrays,

files and all types of streams.

Signers can be of different types, depending on the origin of the asymmetric keys pair that

will be used for the signature generation. The following table summarizes them:

Class Type Description

The base class for all signers. It implements methods
Signer abstract

to sign/verify texts, bytes arrays and streams.

Contains common methods for Signers based on
CspSigner abstract

CryptoService Providers.

Performs digital signatures on the basis of asymmetric

keys pair contained on Microsoft Operating System’s
SystemSigner public

CryptoService Providers or on some hardware devices

that uses CryptoService Providers.

Signatures are computed using asymmetric keys pair
X509Signer public

contained on X.509 digital certificate.

The derivation tree of the Signers classes implemented inside Bonnie.NET is given by:

Bonnie.NET Standard 4.0.3.1
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Signer
C CspSigner
C SystemSigner

C X509Signer

SIGNER CI.ASS

All Signers implement common methods for signature generation and verification. These

methods are defined on the base Signer class. They are given by:

Method

Description

string Sign(string text)

Perform the digital signature of a string.

string Sign(byte[] data)

Perform the digital signature of a bytes array.

string SignStream(string path)

Perform the digital signature of a file.

string SignStream(Stream stream, bool closeStream)

Perform the digital signature of a stream of

data.

bool Verify(string text, string signedText)

Check a previous generated signature of a

string.

bool Verify(byte[] data, string signedText)

Check a previous generated signature of a bytes

array.

bool Verify(string path, string signedText)

Check a previous generated signature of a file.

bool VerifyStream(Stream stream, string

signedText, bool closeStream)

Check a previous generated signature of a

stream.
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SIGN TEXT

To sign and verify texts, use the following code:

/I per form a signature of an input text

string  textSignature = signer.Sign( " Hello World ... !I" );

The input text is signed and the signature’s value is returned as string base 64 encoded. The

signature can be verified in this way:

/I verify the signature of th e previous signed input text

bool isValid = signer.Verify ("Hello World ... 1", textSignature);

SIGN BYTES ARRAY

To sign and verify an array of bytes, use the following code:

/I create a byte array from an input string

byte [] bArray = Encoding.Default.G etBytes ("Hello World ... I" );

/Iperform the signature

string  arraySignature = signer.Sign(bArray);
To verify the previous generated signature, use the following code:

IIverify the signature

bool isValid = signer.Verify(bArray, arraySignature);
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SIGN STREAMS

To sign and verify a stream of data, use the following code:

/lopen  a stream to the file to sign

FileStream iStream = File .Open ( @"C:\ myFile.txt" , FileMode .Open);

Ilperform the signature

string  streamSignature = signer.Sign(iStream);

The myFile.txt is signed and the signature is stored on the streamSignature variable. To verify

it:
/I verify the signature and then close the stream
bool isValid = signer.VerifyStream(iStream, streamSignature, true );

The true value used as last argument causes the closing of the stream. To keep it open, use the

value false instead.

The stream to sign can be any type of streams defined in .NET Framework base classes.

Files can be signed and verified directly, without having to open streams. This can be done

using the following specific method’s overloads:

/lperform the signature of a file

string  signedStream = signer.Sign (@"C:\ myFile.txt" );

/I verify the signature

bool isValid = signer.VerifyStream ( @"C:\ myFile.txt", signedStream);
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As seen, the SystemSigner class performs signatures on the basis of asymmetric keys generated
within CryptoService Providers that reside on the computer or on external hardware, such as

smart cards. For more details on what a CryptoService Provider is and how it work see the

MSDN at the address: http://msdn.microsoft.com/en-us/library/aa380245(v=VS.85).aspx

To choose the right CryptoService Provider to use, the provider name and/or the provider

type must be selected. To do so, SystemSigner make use of the following objects:

CspValues: It permits to specify the name and type of the provider to use. For a list of

CryptoService Providers contained on Microsoft Operating System, see the MSDN at the

address: http://msdn.microsoft.com/en-us/library/aa386983(VS.85).aspx

NB: The list of the providers installed on a Microsoft Windows machine can be found under

the registry key:

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\

When using the CspValues class, the Create(...) method of the SystemSigner crypto-object

permits to choose among the following arguments:

Name Type Default Value Description
Microsoft Strong It defines which provider
cspValues CspValues Cryptographic Provider ~ will be used to generate
with type given by 1. the asymmetric keys.
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Length of the asymmetric keys
keysLength AsymKeysLength 1024 bit )
pair.

Hash algorithm to wuse to
hashAlgorithmType HashAlgorithmType SHA1
generate the signature.

Location for the keys to

storeLocation KeysStoreLocation CurrentUser

generate or open.

Name of the container that
keysContainerName string Auto-generated host/will host the cryptographic

keys.

When the Create(...) method is executed:

A If the keys indentified by CspValues, keyContainerName and storeLocation are already
present on the device, checks about the permission to use them is made and, if all goes well,

the keys are loaded and protected inside the object.

A If the keys are not present, a new keys pair is generated in a new container named
keyContainerName, located at storeLocation, of the type defined by the cspValues value and

with keys length given by keysLength.

For example, the following instruction:

SystemSigner  signer=  SystemSigner .Create();

creates an asymmetric keys pair stored on the CurrentUser store, generated with the
Microsoft Strong Cryptographic Provider, whose length is 1024 bits and self-generating the

keysContainerName. The Hash algorithm to use for the signature will be SHA1.

To open a previous generated key pairs (for example, if signature verification must be
performed), the keyContainerName must be set to the keyContainerName used when the

keys pair was generated. You can retrieve its value by using the following property:
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string ken = signer.KeysContainerName;
Now, if you want to re-open the previous generated keys, the Create(...) method must be:

SystemSigner  signer = SystemSigner .Create( kcn);

When a new keys pair is generated, it is very important to save the keyContainerName

somewhere to permit further access to the keys pair.

You can use a custom name for the keyContainerName by specifing it when creating the keys.

For example:

SystemSigner  signer = SystemSigner . Create

(AsymKeyslLength .Bit2048, KeysStoreLocation .Machine,  "demo");

creates a new asymmetric keys pair on the Machine store, in a keys container named demo,
with length given by 2048 bits, generated with the Microsoft Strong Cryptographic Provider

and using SHA1 for the signature.

Notice that not all combinations of Microsoft CryptoService Providers and hash algorithms
are allowed. If a specific combination is not valid an InvalidAlgorithmOrKeysException is

thrown.

Bonnie.NET implements a specific enum that permits to simplify the CspValues selection.
This is named CspType enum. When using the CspType enum within the Creare(...) method,
things are quite similar. Bonnie.NET will generate automatically the related CspValues on the

basis of the following table:

CspType enum value Provider Name Provider Type

BaseCryptographicProvider Microsoft Base Cryptographic Provider 1
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v1.0

BaseDSSandDiffieHellmanCryptographic ~ Microsoft Base DSS and Diffie-Hellman

13
Provider Cryptographic Provider
Microsoft Base DSS Cryptographic
BaseDSSCryptographicProvider 3
Provider
Microsoft DH SChannel Cryptographic
DHSChannelCryptographicProvider 18

Provider

Microsoft Enhanced Cryptographic
EnhancedCryptographic Provider 1
Provider v1.0

EnhancedRSAandAESCryptographicPro ~ Microsoft Enhanced RSA and AES

24

vider Cryptographic Provider

Microsoft RSA SChannel Cryptographic
RSASChannelCryptographicProvider 12

Provider

Microsoft Base Smart Card Crypto
BaseSmartCardCryptoProvider 1

Provider
StrongCryptographicProvider Microsoft Strong Cryptographic Provider 1

Another way to use the Create(...) method rely on the use of a SignatureType enum value. It
permits to choose the asymmetric algorithm to use for the signature. On the basis of the
enumeration value chosen, Bonnie NET will detect automatically the best Microsoft

CryptoService Provider to use.

The following table list all the argument allowed when using the SignatureType enum:

Name Type Default Value Description

It set which provider will be
. . Microsoft Strong
signatureType SignatureType used to generate the
Cryptographic

asymmetric keys pair and the

Bonnie.NET Standard 4.0.3.1 USER GUIDE Pace |48



\(wecoffee

Provider hash algorithm to use.

keysLength AsymKeysLength 1024 bit Length of the keys.

Location of the keys to generate

storeLocation KeysStoreLocation CurrentUser

or open.

Name of the container that
keysContainerName string Auto-generated host/will host the cryptographic

keys.

In this case, there is no need to set the hash algorithm to use, being the same specified by the

SignatureType enum value chosen.

The following table shows all the values for the SignatureType enum.

Enum Value Description

It uses the MD5 algorithm for the hash generation and the RSA

MD5WithRSAEncryption

algorithm for the signature.

It uses the SHA1 algorithm for the hash generation and the RSA
SHA1WithRSAEncryption

algorithm for the signature.

It uses the SHA1 algorithm for the hash generation and the DSA
DSAWithSHA1

algorithm for the signature.

Finally, the SystemSigner implements the two following properties:
string KeyPassword;

bool UseDefaultkeyContainerName;

The first permits to set the password needed to access the asymmetric keys pair, while the

second set the default key container as the key container that will be used.
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These are useful when working with smart cards that permit asymmetric keys generation.
The KeyPassword is the smart card’s PIN (if omitted, the dialog box asking for it will appears),

the second must be set to true in almost all hardware based keys generation’s devices.
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X509SIGNER CI1.ASS

The X509Signer class is the representative class for crypro-objects that use X.509 digital

certificates (PKCS#12 file format) and the related private keys to perform signatures.

The Create method, in this case, admits the following arguments:

Parameters Type Default Value Description

Friendly name of the certificate

stored on some X.509 certificate
friendlyName string n.a

store. ~ Cannot be used if

certificatePath or rawData is used.

Path to a X.509 certificate file.
certificatePath string n.a Cannot be used if friendlyName or

rawData is used.

Raw data of a X.509 certificate.
rawData byte[] n.a Cannot be used if friendlyName or

rawData is used.

Hash algorithm to use to generate
hashAlgorithmType  HashAlgorithmType SHA1

the signature.

It specifies the location of the X509
storeLocation StoreLocation CurrentUser

Store that contains the certificate.

It represents the password needed
password string n.a

to access the keys pair.
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The previous table stated that the X509 certificate, and the related private key, can be loaded

from:

1. X509 certificates stores that reside on the machine or on cryptographic hardware

connected to it (for example smart cards).
2.  PKCS#12 certificate files.
3. Certificate’s raw data as array of bytes.

With X.509 certificates store, the asymmetric keys pair can be retrieved by using the
friendlyName related to the certificate. The store can be a Machine store or Current User

store.

When the certificate is loaded from file, the password for the import/export of the keys pair

must be supplies to the Create(...) method.

‘When raw data is used, only the public key can be accessed and so only verification can take
place. This is very useful when some signed data are sent through a network and must be
verified. The certificate’s raw data can be sent on the network stream too and used for

verification.

To open a certificate with friendly name given by “demo”, contained on the CurrentUser
certificates store and use it for signature/verification processes using the SHA1 hash algorithm

use the following code:
X509Signer  signer = X509Signer .Create( "demo");
To load a certificate from file, use the following instruction:

X509Signer  signer =

X509Signer .Create( @"C:\.... \ mycertificate.pfx" , "mypassword ");

where mycertificate.pfx is the certificate file and mypassword is the password to use for the
import/export of the keys pair.
Finally, Bonnie.NET comes with some useful methods for certificate browsing. The following

table shows them:
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Method

Description

string SelectCertificateUI(...)

It shows the Dialog Box for the certificate selection and

returns, as string, the friendlyName of the selected certificate.

void DisplayCertificate()

It displays the content of the certificate contained on the

X509Signer object.
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EXCEPTIONS MANAGEMENT

Bonnie.NET comes with a sophisticated mechanism for exceptions management. Every
operation inside Bonnie.NET assembly, when something goes wrong, throw a particular

exception that permits to manage the type of failure detected.

The derivation tree of the custom exceptions defined inside Bonnie.NET is given by:

Exception
C FrameworkBaseException
C CryptoException

C X509CertificateException

All the custom exceptions defined inside Bonnie.NET derives always from one of them.

The FrameworkBaseException class is the base class for all the exceptions detected inside

Bonnie.NET assembly.

It implements the following properties:

byte Index;

string  MethodName;

The Index property marks with a unique value every type of exception. This is very useful

when developers need to show to users a custom exception message or as return codes for
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console application. The MethodName property permits to detect the method that thrown the

exception.

The CryptoException base class permits to group together all the exceptions that involve

cryptographic operations.

The X509CertificateException class is the base class for all the exceptions related to the X.509

certificates usage. It implements the following property:
string  CertificateFriendlyName OrPath ;

It returns to the caller the friendly name or the path (it depends on how the certificate was

loaded inside Bonnie.NET) of the certificate that was in use when the exception occurs.

For a list of all the exceptions and their related indexes see the Bonnie.NET API reference.
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ENDNOTES

VISUAL STUDIO INTELLISENSE

Bonnie.NET assembly is deployed with the Cassandra.Framework.Bonnie.xm! file. This file

contains the list of all the members and classes implemented in the assembly itself.

When developing with the Visual Studio IDE, copy this file to the directory that contains
Bonnie.NET assembly in order to allow the intellisense to show the description of classes,

properties and methods defined inside the assembly itself.

CASSANDRA VERSION SCHEME

Cassandra uses, for assemblies versioning, this scheme:

The first two numbers (that in .NET Framework are referred as major and minor version of an

assembly) stated the .NET Framework version that was used to compile an assembly.

The latest two numbers (that in .NET Framework are referred as Build and Revision) refers as

the Major and Minor version of the assembly.

Eventually, a .B suffix appears if the package represents a beta version or an .RC if it is a

release candidate.

No information is provided about the Build and Revision numbers.
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